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PTW Process – Requirement Sources

NOG (formerly OLF) Guidelines

Customer Input during SAP WPM Focus Group 2009-2011

 Further Feedback from SAP Oil&Gas Customers and Prospects
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The Objective of a PTW System
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 The main objective of a PTW system is to ensure 

that all aspects related to elements of risk in work 

activities are taken into consideration in the 

planning, approval, preparation, execution and 

completion of work.

 By using work permits (WPs), you can make sure 

that safety measures for carrying out certain work 

are complied with, and that such measures are 

retained until they are not requested anymore.



Two Levels of Work Permits – WPs of Level 1
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Work permits of level 1 are used for work that involves high risks 

and hazards. This work requires a comprehensive safety and 

approval process. It includes hot work, work in an area with 

special entry restrictions, and so on.

 Level 1 work permits are usually valid for only one working shift. 

An extension of the work permit is only possible under certain 

restrictions, e.g. for a max. of 4 hours; afterwards, the work 

permit can no longer be extended. If the work is not yet 

completed at this point in time, a new work permit has to be 

created for the next day.



Two Levels of Work Permits – WPs of Level 2
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Work permits of level 2 are used for all work with lower 

risks/hazards.

 This work shall also be completed within a predefined time 

period, although the time period is defined more generously 

(for example: 14 days).
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Roles in the Work Process for Work Permits
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Further Important Requirements for a PTW System

 Integration into SAP EAM System / Work Order Processing

Usage of SAP Master Data (Functional Location / Equipment)

 Support of industry-specific Safety Procedure Standards

 Process Configuration of Different Work Permits

 Integration of Lockout/Tagout Process

Conflict Verification during Lockout/Tagout

 Integration of Job Safety Analysis

Dedicated Safety Approval Processes

 Traffic Light Indicators for Safety Situation

 Flexible Authorization Control

 Library of Approved Templates for Work Permits + Safety Certificates
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History of SAP Work Permit Management

Work clearance module created in R/2 as utility customer project (begin of the 

1990s)

WCM Focus Group (SAP + customers) worked together on an enhanced WCM 

system as part of an R/3 industry solution (1996-1999)

Due to strong demands across industries, SAP WCM was integrated in R/3 

standard (2000)

WCM Focus Group revival in 2005 with yearly WCM Info Days as co-innovation 

platform for further enhancements (e.g. Mobile WCM, BAdIs, Flexible UI)

Dedicated WPM Focus Group (SAP + Statoil / ConocoPhillips) established in 2009 

as co-innovation platform for a WPM system for all asset-intensive industries

(particularly Oil&Gas)

 First delivery of WPM system as part of SAP WCM in 2011

 First delivery of Web-UI-based WPM system (“EAM Worker Safety”) in 2012
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Business Background

Target Industries: Asset-Intensive Industries
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 Project with SAP-WCM customers to develop 

a standard permit to work solution meeting 

requirements of the Oil & Gas industry.

 Target industries addressed by the final 

SAP-WCM standard solution:

 Oil & Gas industry, Utility industries, Chemical

industry, Mill & Mining industry.

 Other asset intensive industries having respective 

requirements concerning working with WPs.

 Existing functionality in SAP-WCM was 

enhanced, so that all target industries can 

configure their individual work processes for 

work permits in WCM customizing.

Process and system changes pose significant challenges to 

organizations, especially those that are widespread and currently 

utilize different methodologies. 
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SAP Integration of Maintenance + Safety Process
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Classic WCM vs. WPM

 The SAP WPM system is obtained by dedicated configuration settings in SAP's 

Work Clearance Management (SAP-WCM) component.

 A major difference between a classic WCM system and a WPM system is the 

integration between WCM safety applications and EAM maintenance orders: 

In classic WCM, a safety application assigned to an order (e.g. a work clearance 

application) was always valid for the whole duration of the related safety-relevant 

maintenance work.

 The sequential assignment of several safety applications (each of them e.g. 

valid on a daily basis only, with possibly different safety specifications) to the 

maintenance order was not supported.

 Similar restrictions applied (at least in the WCM standard model) if safety 

applications were to be separated according to a dedicated job (e.g. radiation 

permit, hot work permit) or based on general risk evaluations (e.g. high risk, 

normal risk).
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Classic WCM vs. WPM

 Such scenarios are exactly where the new process of Working with Work Permits 

comes into play.

 WPM supports the direct assignment of several safety applications (work 

permits) to the order, separated according to validity, dedicated job criteria or 

general risk evaluations.

 The support of such scenarios is representing a decisive factor for the transition 

process of SAP-WCM from a rather Utilities-driven component to a generalized 

work permit system which is meant to be broadly applicable across industries.

 Another important business feature supported in WPM is that every work permit 

can be assigned to different types of safety certificates (no more only 

Operational WCDs like in classic WCM, but all kind of certificates ensuring job 

safety in a specified context).
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Work Order Work Permits Safety Certificates

WPM – 3-Layer Architecture with Highest Flexibility

 Risk-related WPs

 Work Permit Level 1

 Work Permit Level 2

 WPs related to dedicated jobs

 Hot Work Permit

 Cold Work Permit

 …

 Isolation Lists 

 Electrical Isolation List

 Valve & Blind List

 General Job Safety Certificates

 Excavation Certificate

 Diving Certificate

 …

All individually configurable in SAP-WCM Customizing…
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SAP WPM High-Level Design for an Oil&Gas PTW System

 All industry-specific work permits (WP level 1, WP level 2, both onshore and 

offshore) can be individually configured as work permits in SAP WPM.

 The requirement for different WP approval processes can be represented easily by 

different approval hierarchies in SAP WPM, depending on the plant / functional location 

( onshore or offshore) as well as on the WP level ( 1 or 2).

 All industry-specific isolation lists (electrical isolation list, full V&B list, simplified V&B 

list, heat trace log) can be individually configured as safety certificates in SAP WPM.

 The requirement for different isolation approval processes can be represented easily 

by different approval hierarchies in SAP WPM, depending on isolation list type (e.g. full 

V&B list vs. simplified V&B list).

 The roles involved in the different approval processes can be represented easily as 

partners in SAP WPM, with appropriate authorizations for the underlying SAP users.

 Industry-specific job safety analyses can be individually configured as safety 

certificate in SAP WPM.

 A dedicated risk assessment process as part of a JSA can be implemented by means 

of the SAP EHSM system.

 The requirement for individual layout and I/O fields of all types of WPs and safety 

certificates can be individually configured as different view profiles in SAP; customer-

specific I/O fields can be added by screen BAdIs wherever required.
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Oil&Gas WP Level 2 Onshore with Lockout/Tagout 

Sample demo process (shown by dedicated “Oil&Gas Safety Cockpit”)

WP Appliance:

Maintenance planner 

applies for a L2-WP for 

his maintenance order

WP Review (Operations):

Op. supervisor enhances the WP, particularly by a 

small electrical isolation list; finally, he approves

both the isolation list and the WP

NB: Operations may also set up and execute a SJA

Tagging List Execution:

Op. worker executes tagging

operations and hangs tags; 

afterwards, the CCR operator 

confirms the tagging operations

in the system

Printout Preparation:

At the end of the daily WP 

meeting, all approved WPs

will be printed, as well as 

tagging lists and tags

WP Safety Execution:

Maint. worker executes WP safety

precautions in cooperation with

area technician; afterwards, the

CCR operator releases the WP

in the system

Repair Work Execution:

Maint. worker performs repair work; after

work completion + review with area 

technician, the WP is returned to the CCR 

operator who closes the WP in the system

and prints the applicable untagging lists.

Untagging List Execution:

Op. worker executes untagging

operations and removes tags; after-

wards, the CCR operator confirms

the untagging operations in the 

system and closes the isolation list

X

General information on the safety process could be provided in the Safety Cockpit as well, 

e.g.:

- Link to company-specific process flow + related documentation (Intranet)

- Link to general safety process guidelines (Internet), e.g. from Norwegian Oil & Gas Association
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Oil&Gas WP Level 1 Offshore with Lockout/Tagout 

Sample demo process (shown by dedicated “Oil&Gas Safety Cockpit”)

WP Appliance:

Maintenance planner 

applies for a L1-WP for 

his maintenance order

WP Review (Operations):

Op. supervisor enhances the 

WP, particularly by a simplified

V&B list; finally, he approves

both the V&B list and the WP

NB: Operations may also set up

and execute a SJA

WP Review (HSE):

HSE function reviews the WP

and enhances it if necessary; 

finally, he approves the WP

WP Review (Senior):

In a daily WP meeting, all L1-WPs

for the next day are reviewed; 

finally, the senior approver issues 

the final approval for the L1-WPs

Tagging List Execution:

Op. worker executes tagging

operations and hangs tags; 

afterwards, the CCR operator 

confirms the tagging operations

in the system

Printout Preparation:

At the end of the meeting,

all approved WPs will be

printed, as well as 

tagging lists and tags

WP Safety Execution:

Maint. worker executes WP safety

precautions in cooperation with

area technician; afterwards, the

CCR operator releases the WP

in the system

Repair Work Execution:

Maint. worker performs repair work; after

work completion + review with area 

technician, the WP is returned to the CCR 

operator who triggers the WP test cycle

and prints the applicable untagging lists

for testing

Untagging List Execution:

Op. worker executes untagging

operations and removes tags; after-

wards, the CCR operator confirms

the untagging operations in the 

system. After successful test by

operations, he closes the V&B list

X

General information on the safety process could be provided in the Safety Cockpit as well, 

e.g.:

- Link to company-specific process flow + related documentation (Intranet)

- Link to general safety process guidelines (Internet), e.g. from Norwegian Oil & Gas Association

© WCM GmbH 2015  / Page 23



Ideas how to build a Customer-specific Cockpit UI

 Fully in the SAP backend system: 

 Very simple: 

– User Favorites using SAP-WCM transactions

 Implementation: 

– Customer-specific SAP backend cockpit reusing SAP-WCM transactions / APIs

 Other Frontend UIs:

 Quite simple: 

– Customer-specific SAP Screen Personas UI (similar to SAP GuiXT) reusing SAP-

WCM transactions in the backend system in a customer-tailored way

 Implementation: 

– Customer-specific NWBC Web Dynpro UI reusing SAP-WCM APIs in the backend

– NB: Dedicated EAM/WPM process (order ↔ work permits ↔ safety certificates) 

already supported by SAP standard as NWBC Web UI scenario („Worker 

Safety“)

– Customer-specific SAP Fiori UI / Apps reusing SAP-WCM APIs in the backend

– NB: Support of WCM Fiori Apps also in the SAP standard pipeline (first to come: 

Mobile Lockout/Tagout)
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Sample for a Simple Oil&Gas Safety Cockpit

Central point-of entry built with SAP Screen Personas
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Preliminary Remarks on the Built Sample Cockpit

Cockpit provides a logical process flow for the typical PTW process

 Some steps could be summarized if requested. For example, the cockpit 

provides dedicated approval steps for each person involved in the WP approval 

process

– Operation Supervisor

– HSE Function (offshore WPs)

– Senior Approver (WPs Level 1)

 Some steps could be partially or fully automated if requested, e.g. the WP print 

after a WP has been fully approved

 The demo processes shown with the sample cockpit are just configured examples; 

SAP-WCM configuration supports adaptation wherever required

No-user specific hiding of functions that are not applicable to him

 Authorization checks during function processing instead
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Demo – WP L2 Onshore with Lockout/Tagout

WP Appliance by Maintenance Planner – Edit Order from Worklist

No Work Permits Assigned Yet
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Demo – WP L2 Onshore with Lockout/Tagout

WP Appliance by Maintenance Planner – Create + Save WP L2
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Demo – WP L2 Onshore with Lockout/Tagout

WP Review by Op. Supervisor – Need for creating El. Isolation List

No Safety Certificates Assigned Yet

Creation based on Approved Isolation List Template
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Demo – WP L2 Onshore with Lockout/Tagout

WP Review by Op. Supervisor – Create + Approve El. Isolation List
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Demo – WP L2 Onshore with Lockout/Tagout

WP Review by Op. Supervisor – Approve WP

Electrical Isolation List Just Created
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Demo – WP L2 Onshore with Lockout/Tagout

Printout Preparation - WP Print

WP Print is often a mass function, could even be triggered automatically
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Demo – WP L2 Onshore with Lockout/Tagout

Printout Preparation – Tagging List / Tag Print
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Demo – WP L2 Onshore with Lockout/Tagout

Safety Execution – Tagging List Confirmation (after its Execution)
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Demo – WP L2 Onshore with Lockout/Tagout

Safety Execution – WP Safety Confirmation (after its Execution)
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Demo – WP L2 Onshore with Lockout/Tagout

Closure – Close WP (after Repair Work Execution)

© WCM GmbH 2015  / Page 37





Demo – WP L2 Onshore with Lockout/Tagout

Closure – Untagging List Print
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Demo – WP L2 Onshore with Lockout/Tagout

Closure – Untagging List Confirmation (after its Execution)
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Benefits of the SAP WPM System

 Full Integration into SAP EAM Maintenance Work Order Cycle

 Support of Industry-specific Standard Safety Procedures 

 Assignment of Different Work Permits to the Same Order

 Powerful List Processing Combining Orders + Work Permits

Working with Different Levels of Work Permits

 Integration of Different Lockout/Tagout Processes (Paper-based or Mobile)

 Integration of Job Safety Analysis

 Flexible Screen Layout for Work Permits + Safety Certificates

Dedicated Safety Approval Process

 Library of Approved Templates for Work Permits + Safety Certificates
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Related Topics – Work Permit Dashboards

Example 1 – Management View
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Analytical Visualization (SAP Business Objects)

 Visualization Part requires Custom Development

 Evaluation of Standard Operational WCM Data



Related Topics – Work Permit Dashboards

Example 2 – Maintenance/Operation View
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Technical Visualization (SAP Visual Enterprise)

 Visualization Part requires Custom Development

 Evaluation of Standard Operational WCM Data



Related Topics – Worker Safety

Motivation
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Purpose of EAM Worker Safety Integration

 It is straightforward that Work Permit 

Management represents a crucial part of 

Worker Safety.

 Therefore, it was a basic requirement to 

integrate Work Permit Management with 

the Web Dynpro-based SAP EAM 

Worker Safety solution for handling 

safety-critical maintenance processes.



Related Topics – Worker Safety

EAM Worker Safety – List of Orders and assigned Work Permits
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Related Topics – Worker Safety

EAM Worker Safety – WP Detail incl. Assigned Safety Certificates 
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Related Topics – Worker Safety

EAM Worker Safety – Safety Certificate Detail
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Related Topics – Mobile WCM System

Motivation for a Mobile Lockout/Tagout System
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 Time saving:
You no longer have to print out and distribute the operational lists. This 

means that your employees no longer have to collect operational lists for 

processing or return them after processing.

Higher safety:
You only need to confirm ONCE on the mobile device that the activities 

have been performed. This prevents errors that could arise from 

transcribing operation lists.

The use of bar codes or RFIDs ensures that switching is only possible for 

the selected object.

Manage your operational list history:
You don’t have to archive your operational lists anymore in paper form, 

keeping them for several years.



Related Topics – Mobile WCM System

Status Quo

 SAP is working on a new Mobile WCM solution, replacing Mobile Infrastructure + 

Mobile UI of the existing one

 Like for the existing Mobile WCM, the new solution shall assist mobile 

lockout/tagout at first, i.e. the replacement of operational list printouts for 

tagging and untagging by mobile communication

 Further mobile WCM scenarios (e.g. for work permits) might be supported in a 

second step

 The basic lockout/tagout process design of the existing solution doesn‘t need to be 

changed

 From the backend system, the mobile user uploads the switching items to be 

processed by him on his mobile device

 The user must confirm on the mobile device:

– the execution of the activity on site or the rejection of the activity (switching 

items only)

– the completion of the item (afterwards, it disappears from his mobile device)
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Questions and Answers
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